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Introduction

The purpose of this document is to provide an example of how the OSP standard has
been implemented in generally available products. Cisco’s OSP implementation has been
selected for this example. Cisco Systems is one of the co-developers of the OSP
standard and the leading provider of VolP gateways worldwide.

The document begins with a description of the testbed network used to create the
example call scenario. The second section describes the messages exchanged among
the OSP Server and gateways for the example call scenario. The final section provides
information on how the OSP token must be formatted in call set-up message for
interoperability with Cisco devices.

Test Network and Example Call Scenario

The following diagram illustrates the test network used to create the example call scenario.
The VolIP devices used are two Cisco AS5300 H.323 gateways. The source gateway has
address 10.10.1.57, and the destination gateway has address 10.10.1.56. Both gateways
are running |OS version 12.2(3), and have been enrolled with an OSP Nexus Server. The
call scenario begins with a call made from the telephone connected to the source
gateway; The calling number is 11111111111, and the called number is 12222222222,

Source Gateway

Destination Gateway
10.10.1.56

E 10.10.1.57
(T I I \I\I\I\I\I\I\I\I\I III

11111111111 Cisco 5300 OSP Sorver Cisco 5300 12222222292
Steps -
1) OSP AuthReq—p Wire
2) l«———OSP AuthRsp Traffic
3A) Q.931 Setup with OSP Token—————————— P
|
< Q.931 ;:\Iertlng H.225
3B) < Q.931 Connect Debug
|
< Q.931 Disconnect
4A) - OSP Usagelnd————p Wire
4B) l«—————OSP Usagelnd———————] Traffic
5A) [«—— OSP UsageCnf
Wire
5B) OSP UsageCnf—————p Traffic

Step 1: Source gateway sends OSP AuthorizationRequest to OSP Server requesting IP
address of gateways that can complete the call to the called number 1222222222.
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Step 2: OSP Server sends OSP AuthorizationResponse to source gateway with IP
address of the destination gateway and an authorization token.

Step 3: Source gateway sends Q.931 call set-up message to destination gateway. Call is
completed and disconnected after 21 seconds.

Step 4: Both the source and destination gateways send OSP Usagelndication messages,
reporting call duration, to the OSP server.

Step 5: OSP Server sends OSP UsageConfirmation to both source and destination
gateways.

Detailed Message Examples

This section provides detailed examples of the five steps in the H.323 call scenario described above.
Steps 1, 2, 4 and 5 are OSP messages captured off the wire using a protocol analyzer. Steps 3A and
3B are examples of the Q.931 messages exchanged between the source and destination gateways.
These messages were captured from H.225 debug out from the Cisco gateways.

Step 1. OSP AuthorizationRequest

From source gateway 10.10.1.57 to OSP Nexus Server.
<Message messageld="23711750491" random="4747">
<AuthorisationRequest componentId="2371175042768">
<Timestamp>2001-10-03T22:05:1272</Timestamp>
<Callld encoding="base64">7Pm35LeBEAWALAS27YGXCQ==</CallId>
<SourcelInfo type="el64">11111111111</SourcelInfo>
<DestinationInfo type="el64">12222222222</DestinationInfo>
<Service/>
<MaximumDestinations>3</MaximumDestinations>
</AuthorisationRequest>
</Message>

Step 2. OSP AuthorizationResponse

From the OSP Nexus Server to source gateway 10.10.1.57.
<Message messageld='23711750491' random='8946"'>
<AuthorisationResponse componentId='2371175042768"'>
<Timestamp>2001-10-03T22:05:12Z</Timestamp>
<Status>
<Description>SUCCESS</Description>
<Code>200</Code>
</Status>
<TransactionId>4304187353840953091</TransactionId>
<Destination>
<CallId encoding='base64'>]Pm35LeBEAWALAS27YGXCQ==</CallIld>
<DestinationInfo type='el64'>12222222222</DestinationInfo>
<DestinationSignalAddress>[10.10.1.56]</DestinationSignalAddress>
<Token encoding='base64'>
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MIID4QYJKoZIhvecNAQcCoIID0OJCCA84CP\310eAQExXD]AMBggghkiGOw0OCBQUAMIIB5QYJK
0ZThvcNAQcBoIIB1gSCAdI8P3htbCB2ZXJzaWIuPScxLjAnPz48VG9rZW5JbmZvIHIhbmRv
PTONODKONic+PFNvdXJjZ2UluZm8gdH1wZTOnZTE2NCCc+MTEXMTEXMTEXMTESLINvAXJjZUL
uZm8+PER1c3RpbmF0aW9uSWoSmbyB0eXB1PSdOcmFuc3BvenQnPjEyM)IyMjIyMjIyPCOEZX
NO0aW5shdGlvbkluZm8+PENhbGxJZCBlbmNvZGluZz0nYmFzZTY0Jz5qUG0zNUx1QkVkKkVOEFMZ
FMyN11HWENRPTO8LONhbGxJZD48VmFsaWRBZnR1cj4yMDAXLTEwWLTAZVDIyOjAWOjEyWIwy
VmFsaWRBZnR1cj48VmFsaWRVbnRpbD4 yMDAXLTEWLTAZVDIyOjEWOJEYyWjwvVmEsaWRVbnR
pPbD48VHIhbnNhY3Rpb25J72D4 0MzAOMTg3MzUzODQwOTUzMDkxPCOUcmFuc2F3j09dG1lvbklk
PixVc2FnZUR1dGFpbD48QW1vdWS0PjEONDAWPCIBbWI1bnQ+PE1uY3J1bWVudD4xPC9JbmN
yZW11bnQ+PFN1cnZpY2UvPixVbml 0PnM8L1VuaXQ+PCO9Vc2FnZUR1dAGFpbD48L1Rva2vVuSW
S5mbz4A0I IBOTCCATUwgeACAQEWDQYJK0Z IThveNAQEERQAWJI JEQMA4GA1UEAXMHYMVOYWJI 1M
TESMBAGA1UEChMJT1INQU2VydmVyMB4XDTAxXMDkyMDEXMT IWN10XDTAZMDkyMTEXMTIwN1ow
JJEQMA4GA1UEAXMHYMVOYWJI IMTESMBAGA1UEChMJT 1NQU2VydmVyMFwwDQYJKoZ ThvcNAQE
BBOADSWAWSAJIBAPGeGWV41EIThX0jEDFLRXQhDEr500UQPg+£55VwQd0TONts06BP29+UiNd
RW3c3IRHAZcJdC1Cg68ME9cgeqOh8CAWEAATANBgkghkiGOwOBAQQFAANBAGb8Raf/AKUMg
CMDOrr2UnGjNBOaefsg6C/w7gqp0FFombGAAK1 9W6tTS7xqC)lt/+QeSFSHOr+W03GmO7H18
1Q9PIxgZIwgY8CAQEWKZAMMRAWDGYDVQODEWdi ZXRhYmMUXMRIWEAYDVQQKEW1 PU1BTZXJ27Z
XICAQEWDAYIKoZIhvceNAgGUFADANBgkghkiGOwOBAQEFAARATHbkgCDrEJGGNHwW1 /cBcOBib
I+kAktz5HgNP8s5PrfCtFBh1PjgTxPt4tECPCFELFITI9cd0dURUCM] 4L T tQwXw==
</Token>
<UsageDetail>
<Amount>14400</Amount>
<Increment>1</Increment>
<Service/>
<Unit>s</Unit>
</UsageDetail>
<ValidAfter>2001-10-03T22:00:1272</ValidAfter>
<ValidUntil>2001-10-03T22:10:127Z</ValidUntil>
</Destination>
</AuthorisationResponse>
</Message>

Step 3A. Q.931 Call Set-up with token

The messages below are H.225 debug output from source gateway 10.10.1.57. The OSP token
returned to the source gateway in the OSP AuthorizationRequest from the OSP server is packaged
in the Q.931 call set-up message from the source gateway to the destination gateway.

H.225 Event Messages debugging is on
H.225 ASN1 Messages debugging is on

GATEWAY1l#Changing to new event: CONNECT
h323chan chn connect: connecting to 10.10.1.56:1720

Oct 3 22:05:12.401: h323chan gw conn: connect in progress on
socket [1]h323chan chn connect: using fd 1, owner data(ccb) 0x624BA0OES8
changing from NONE state to CONNECTING state

h323chan chn process read socket: fd (1) of type CONNECT PENDING has
data

Changing to new event: CONNECTED

changing from CONNECTING state to CONNECTED state
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Oct 3 22:05:12.405: compose new style settlement token: Building
standard settlement token.
Oct 3 22:05:12.405: H225.0 OUTGOING PDU ::=

value H323 UserInformation ::=
{
h323-uu-pdu
{
h323-message-body setup
{
protocolIdentifier { 0 0 8 2250 0 2 }
sourcelnfo
{
gateway
{
protocol
{
voice
{
supportedPrefixes
{
}

}

}

mc FALSE

undefinedNode FALSE
}
activeMC FALSE
conferenceID '8CFO9B7E4B78111D5802CD4BR6ED819709"H
conferenceGoal create : NULL
callType pointToPoint : NULL
sourceCallSignalAddress ipAddress
{

ip 'OAOAO0139'H

port 11011
}
callldentifier
{

guid '8CF9B7E4B78111D5802DD4B6ED819709'H
}
tokens

{

{
tokenOID { 0 4 0 1321 1 2 }
nonStandard
{
nonStandardIdentifier { 0 4 0 1321 1 2 }
data '308203E106092A864886F70D010702A08203D230..."'H

}
}
fastStart

{

PAGE 7



OSP TOOLKIT CISCO INTEROPERABILITY DETAILED MESSAGE EXAMPLES

'0000000D4001800A040001000A0A013946E9"H,
'400000060401004D40018011140001000A0A0139..."H
}
mediaWaitForConnect FALSE
canOverlapSend FALSE
}
h245Tunneling FALSE
}

Oct 3 22:05:12.413: H225.0 OUTGOING ENCODE BUFFER::= 20 80060008
914A0002 0880013C 05010000 8CF9B7E4 B78111D5 802CD4B6 ED819709 00455C07
000AOAO01 392B0311 008CF9B7 E4B78111 D5802DD4 B6ED8197 0983F801 00800604
008A2901 02060400 8A290102 83E53082 03E10609 2A864886 F70D0107 02A08203
D2308203 CE020101 310E300C 06082A86 4886F70D 02050500 308201E5 06092A86
4886F70D 010701A0 8201D604 8201D23C 3F786D6C 20766572 73696F6E 3D27312E
30273F3E 3C546F6B 656E496E 666F2072 616E646F 6D3D2738 39343627 3E3C536F
75726365 496E666F 20747970 653D2765 31363427 3E313131 31313131 31313131
3C2F536F 75726365 496E666F 3E3C4465 7374696E 6174696F 6E496E66 6F207479
70653D27 7472616E 73706F72 74273E31 32323232 32323232 32323C2F 44657374
696E6174 696F6E49 6E666F3E 3C43616C 6C496420 656E636F 64696E67 3D276261
73653634 273E6A50 6D33354C 65424564 57414C64 53323759 47584351 3D3D3C2F
43616C6C 49643E3C 56616C69 64416674 65723E32 3030312D 31302D30 33543232
3A30303A 31325A3C 2F56616C 69644166 7465723E 3C56616C 6964556E 74696C3E
32303031 2D31302D 30335432 323A3130 3A31325A 3C2F5661 6C696455 6E74696C
3E3C5472 616E7361 6374696F 6E49643E 34333034 31383733 35333834 30393533
3039313C 2F547261 6E736163 74696F6E 49643E3C 55736167 65446574 61696C3E
3C416D6F 756E743E 31343430 303C2F41 6D6F756E 743E3C49 6E637265 6D656E74
3E313C2F 496E6372 656D656E 743E3C53 65727669 63652F3E 3C556E69 743E733C
2F556E69 743E3C2F 55736167 65446574 61696C3E 3C2F546F 6B656E49 6E666F3E
00A08201 39308201 353081E0 02010130 0D06092A 864886F7 0D010104 05003026
3110300E 06035504 03130762 65746162 65313112 30100603 55040A13 094F5350
53657276 6572301E 170D3031 30393230 31313132 30365A17 0D303330 39323131
31313230 365A3026 3110300E 06035504 03130762 65746162 65313112 30100603
55040A13 094F5350 53657276 6572305C 300D0609 2A864886 F70D0101 01050003
4B003048 024100F1 9E1B0578 D442215F 48C40C52 D15D0843 12BE7439 440FABE7
FO9ES55C10 7744D036 DB34E813 F6F7E522 35D456DD CDC84477 59709742 D4283AF0
C13D7207 AAD21F02 03010001 300D0609 2A864886 F70D0101 04050003 410066FC
45A7FF00 ABBCA823 03D2BAF6 5271A334 139AB20E 82FFOEEA A74145A2 66C67402
B5F56EAD 4D2EF1A8 28F5B7FF 90792152 1FDAFESB 4DC698EE C7D7C890 F4F23181
9230818F 02010130 2B302631 10300E06 03550403 13076265 74616265 31311230
10060355 040A1309 4F535053 65727665 72020101 300C0608 2A864886 F70D0205
0500300D 06092A86 4886F70D 01010105 0004404C 76E48020 EB109186 347C25FD
C05C3818 9B23E900 92DCF91E 034FF2CE 4FADFOAD 1418753E 3A93C4FB 78B4470F
08512D17 D23D71DD 1D511B82 335E0B22 D4305F32 02120000 000D4001 800A0400
01000A0A 013946E9 1D400000 06040100 4D400180 11140001 OO0OAOAO01 3946E800
0AOA0139 46ES90100 01000680 0100

Oct 3 22:05:12.437:

Hex representation of the SETUP TPKT to
send.030004A20802000B0504038090A36C0D21803131313131313131313131700CA131
3232323232323232323278E0474052080060008914A00020880013C050100008CFI9B7E4B
78111D5802CD4B6ED81970900455C07000A0A01392B0311008CF9B7E4B78111D5802DD4
B6OED81970983F80100800604008A2901020604008A29010283E5308203E106092A86488
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6F70D010702A08203D2308203CE020101310E300C06082A864886F70D02050500308201
E506092A864886F70D010701A08201D6048201D23C3F786D6C2076657273696F6E3D273
12E30273F3E3C546F6B656E496E666F2072616E646F6D3D2738393436273E3C536F7572
©6365496E666F20747970653D2765313634273E31313131313131313131313C2F536F757Oct 3 22:05:12.457: h225SetupRequest: Q.931 SETUP sent from socket
[1]h323chan chn process read socket: fd (1) of type CONNECTED has data

Oct 3 22:05:12.457: H323chan Lib: No Data on socket [1]:
PROCESS READ: NOT COMPLETE, rc 10, fd=1
h323chan chn process read socket: fd (1) of type CONNECTED has data

Hex representation of the received
TPKT030000690802800B027E005D052180060008914A000200048811008CF9B7E4B7811
1D5802DD4B6ED8197093902190000000D40018011140001000A0A013843D8000A0A0138
43D91D400000060401004D40018011140001000A0A013946E8000A0A013843D90680010
0

Oct 3 22:05:12.557: h225ParseData: Q.931 CALL PROCEEDING received on
socket [1]

Oct 3 22:05:12.561: H225.0 INCOMING ENCODE BUFFER::= 21 80060008
914A0002 00048811 008CFO9B7 E4B78111 D5802DD4 B6ED8197 09390219 0000000D
40018011 14000100 OAOA0138 43D8000A 0A013843 D91D4000 00060401 004D4001
80111400 01000A0A 013946E8 000AOA01 3843D906 800100

Oct 3 22:05:12.561:

Oct 3 22:05:12.561: H225.0 INCOMING PDU ::=

value H323 UserInformation ::=
{
h323-uu-pdu
{
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h323-message-body callProceeding :
{
protocolIdentifier { 0 0 8 2250 0 2 }
destinationInfo
{
mc FALSE
undefinedNode FALSE
}
callldentifier
{
guid '8CF9B7E4B78111D5802DD4B6ED819709'H
}
fastStart
{
'0000000D40018011140001000A0A013843D8000A. .. "H,
'400000060401004D40018011140001000A0A0139...'H
}
}
h245Tunneling FALSE

h323chan chn process read socket: fd (1) of type CONNECTED has data

Hex representation of the received
TPKT030000320802800B013401017E0023052380060008914A000200048011008CF9B7E
4B78111D5802DD4B6ED81970906800100

Oct 3 22:05:12.973: h225ParseData: Q.931 ALERTING received on socket
[1]

Oct 3 22:05:12.973: H225.0 INCOMING ENCODE BUFFER::= 23 80060008
914A0002 00048011 008CF9B7 E4B78111 D5802DD4 B6ED8197 09068001 00

Oct 3 22:05:12.977:

Oct 3 22:05:12.977: H225.0 INCOMING PDU ::=

value H323 UserInformation ::=
{
h323-uu-pdu
{
h323-message-body alerting
{
protocolIdentifier { 0 0 8 2250 0 2 }
destinationInfo
{
mc FALSE
undefinedNode FALSE
}
callIdentifier
{
guid '8CF9B7E4B78111D5802DD4B6ED819709'H
}
}
h245Tunneling FALSE
}
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h323chan chn process read socket: fd (1) of type CONNECTED has data

Hex representation of the received
TPKT0300004B0802800B0704038090A37E003A052280060008914A00020880013C05010
0008CF9B7E4B78111D5802CD4B6ED819709090011008CF9B7E4B78111D5802DD4B6EDS1
970906800100

Oct 3 22:05:13.173: h225ParseData: Q.931 CONNECT received on socket
[1]

Oct 3 22:05:13.173: H225.0 INCOMING ENCODE BUFFER::= 22 80060008
914A0002 0880013C 05010000 8CFO9B7E4 B78111D5 802CD4B6 ED819709 09001100
8CF9B7E4 B78111D5 802DD4B6 ED819709 06800100

Oct 3 22:05:13.177:

Oct 3 22:05:13.177: H225.0 INCOMING PDU ::=

value H323 UserInformation ::=
{
h323-uu-pdu
{
h323-message-body connect
{
protocolIdentifier { 0 0 8 2250 0 2 }
destinationInfo
{
gateway
{
protocol
{
voice
{
supportedPrefixes
{
}

}

}
mc FALSE
undefinedNode FALSE
}
conferencelID '8CF9B7E4B78111D5802CD4B6ED819709'H
callIdentifier
{
guid '8CF9B7E4B78111D5802DD4B6ED819709'H
}
}
h245Tunneling FALSE
}

Oct 3 22:05:13.201: %ISDN-6-CONNECT: Interface Serial0:0 is now
connected to 11111111111
Oct 3 22:05:19.201: %ISDN-6-CONNECT: Interface Serial0:0 is now
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connected to 11111111111

Oct 3 22:05:34.722: %ISDN-6-DISCONNECT: Interface Serial(:0
disconnected from 11111111111 , call lasted 21 seconds

Oct 3 22:05:34.726: H225.0 OUTGOING PDU ::=

value H323 UserInformation ::=
{
h323-uu-pdu
{
h323-message-body releaseComplete
{
protocolIdentifier { 0 0 8 2250 0 2 }
callIdentifier
{
guid '8CF9B7E4B78111D5802DD4B6ED819709'H
}
}
h245Tunneling FALSE
}

Oct 3 22:05:34.730: H225.0 OUTGOING ENCODE BUFFER::= 25 80060008
914A0002 0111008C F9B7E4B7 8111D580 2DD4B6ED 81970906 800100

Oct 3 22:05:34.730:

Hex representation of the RELEASE COMPLETE TPKT to
send.030000310802000B5A080280907E0021052580060008914A00020111008CFI9B7E4
B78111D5802DD4B6ED81970906800100

Oct 3 22:05:34.730: h225TerminateRequest: Q.931 RELEASE COMPLETE sent
from socket [1l]. Call state changed to [Null].

Oct 3 22:05:34.730: h323chan close: TCP connection from socket
[1] closed

Step 3B. Q.931 messages from destination gateway

Cisco H.225 debug output from destination gateway 10.10.1.56.
H.225 Event Messages debugging is on
H.225 ASN1 Messages debugging is on

GATEWAY2#h323chan chn process read socket: fd (0) of type LISTENING has
data

Changing to new event: ACCEPT

h323chan chn accept: 0

Oct 3 22:05:12.397: h323chan _gw accept: TCP connection accepted
from 10.10.1.57:11011 on socket [1]

Oct 3 22:05:12.397: local (0x0) accepts TCP conn from
10.10.1.57(0xA0A0139) port 1101llchanging from LISTENING state to
ACCEPTED state

h323chan chn process read socket: fd (1) of type ACCEPTED has data

Hex representation of the received
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TPKT030004A20802000B0504038090A36C0D21803131313131313131313131700CA1313
23232323232323232327E0474052080060008914A00020880013C050100008CF9B7E4BR7
8111D5802CD4B6ED81970900455C07000A0A01392B0311008CF9B7E4BR78111D5802DD4B
6ED81970983F80100800604008A2901020604008A29010283E5308203E106092A864886
F70D010702A08203D2308203CE020101310E300C06082A864886F70D02050500308201E
506092A864886F70D010701A08201D6048201D23C3F786D6C2076657273696F6E3D2731
2E30273F3E3C546F6B656E496E666F2072616E646F6D3D2738393436273E3C536F75726
365496E666F20747970653D2765313634273E31313131313131313131313C2F536F7572
6365496E666F3E3C44657374696E6174696F6E496E666F20747970653D277472616E737
06F7274273E31323232323232323232323C2F44657374696E6174696F6E496E666F3E3C
43616C6C496420656E636F646960E673D27626173653634273E6A506D33354C654245645
7414C6453323759475843513D3D3C2F43616C6C49643E3C56616C696441667465723E32
3030312D31302D30335432323A30303A31325A3C2F56616C696441667465723E3C56616
C6964556E74696C3E323030312D31302D30335432323A31303A31325A3C2F56616C6964
556E74696C3E3C5472616E73616374696F6E49643E34333034313837333533383430393
5333039313C2F5472616E73616374696F6E49643E3C557361676544657461696C3E3C41
6D6F756E743E31343430303C2F416D6F756E743E3C496E6372656D656E743E313C2F496
E6372656D656E743E3C536572766963652F3E3C556E69743E733C2F556E69743E3C2F55
7361676544657461696C3E3C2F546F6B656E496E666F3E00A0820139308201353081E00
20101300D06092A864886F70D010104050030263110300E060355040313076265746162
©653131123010060355040A13094F5350536572766572301E170D3031303932303131313
230365A170D3033303932313131313230365A30263110300E0603550403130762657461
62653131123010060355040A13094F5350536572766572305C300D06092A864886F70D0
101010500034B003048024100F19E1B0578D442215F48C40C52D15D084312BE7439440F
ABE7F9ES55C107744D036DB34E813F6F7E52235D456DDCDC8447759709742D4283AF0C13
D7207AAD21F0203010001300D06092A864886F70D010104050003410066FC45A7FF00AB
8CAB82303D2BAF65271A334139AB20E82FFOEEAAT74145A266C67402B5F56EAD4AD2EF1A82
8F5B7FF907921521FDAFESBADC698EEC7D7C890F4F231819230818F020101302B302631
10300E060355040313076265746162653131123010060355040A13094F5350536572766
572020101300C06082A864886F70D02050500300D06092A864886F70D01010105000440
4CT76E48020EB109186347C25FDCO5C38189B23E90092DCFO91EO34FF2CE4FADFOAD14187
53E3A93C4FB78B4470F08512D17D23D71DD1D511B82335E0B22D4305F3202120000000D
4001800A040001000A0A013946E91D400000060401004D40018011140001000A0A01394
6E8000AOA013946E90100010006800100

Oct 3 22:05:12.473: h225ParseData: Q.931 SETUP received on socket [1]
Oct 3 22:05:12.473: H225.0 INCOMING ENCODE BUFFER::= 20 80060008
914A0002 0880013C 05010000 8CF9B7E4 B78111D5 802CD4B6 ED819709 00455C07
000AOQA01 392B0311 008CF9B7 E4B78111 D5802DD4 B6ED8197 0983F801 00800604
008A2901 02060400 8A290102 83E53082 03E10609 2A864886 F70D0107 02A08203
D2308203 CE020101 310E300C 06082A86 4886F70D 02050500 308201E5 06092A86
4886F70D 010701A0 8201D604 8201D23C 3F786D6C 20766572 73696F6E 3D27312E
30273F3E 3C546F6B 656E496E 666F2072 616E646F 6D3D2738 39343627 3E3C536F
75726365 496E666F 20747970 653D2765 31363427 3E313131 31313131 31313131
3C2F536F 75726365 496E666F 3E3C4465 7374696E 6174696F 6E496E66 6F207479
70653D27 7472616E 73706F72 74273E31 32323232 32323232 32323C2F 44657374
696E6174 696F6E49 6E666F3E 3C43616C 6C496420 656E636F 64696E67 3D276261
73653634 273E6A50 6D33354C 65424564 57414C64 53323759 47584351 3D3D3C2F
43616C6C 49643E3C 56616C69 64416674 65723E32 3030312D 31302D30 33543232
3A30303A 31325A3C 2F56616C 69644166 7465723E 3C56616C 6964556E 74696C3E
32303031 2D31302D 30335432 323A3130 3A31325A 3C2F5661 6C696455 6E74696C
3E3C5472 616E7361 6374696F 6E49643E 34333034 31383733 35333834 30393533
3039313C 2F547261 6E736163 74696F6E 49643E3C 55736167 65446574 61696C3E
3C416D6F 756E743E 31343430 303C2F41 6D6F756E 743E3C49 6E637265 6D656E74
3E313C2F 496E6372 656D656E 743E3C53 65727669 63652F3E 3C556E69 743E733C
2F556E69 743E3C2F 55736167 65446574 61696C3E 3C2F546F 6B656E49 6GEG66G6F3E
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00A08201 39308201 353081E0 02010130 0D06092A 864886F7 0D010104 05003026
3110300E 06035504 03130762 65746162 65313112 30100603 55040A13 094F5350
53657276 6572301E 170D3031 30393230 31313132 30365A17 0D303330 39323131
31313230 365A3026 3110300E 06035504 03130762 65746162 65313112 30100603
55040A13 094F5350 53657276 6572305C 300D0609 2A864886 F70D0101 01050003
4B003048 024100F1 9E1B0578 D442215F 48C40C52 D15D0843 12BE7439 440FABE7
FOE55C10 7744D036 DB34EB813 F6FT7E522 35D456DD CDC84477 59709742 D4283AF0
C13D7207 AAD21F02 03010001 300D0609 2A864886 F70D0101 04050003 410066FC
45A7FF00 AB8S8CA823 03D2BAF6 5271A334 139AB20E 82FFOEEA A74145A2 66C67402
BS5F56EAD 4D2EF1A8 28F5B7FF 90792152 1FDAFESB 4DC698EE C7D7C890 F4F23181
9230818F 02010130 2B302631 10300E06 03550403 13076265 74616265 31311230
10060355 040A1309 4F535053 65727665 72020101 300C0608 2A864886 F70D0205
0500300D 06092A86 4886F70D 01010105 0004404C 76E48020 EB109186 347C25FD
C05C3818 9B23E900 92DCF91E 034FF2CE 4FADFOAD 1418753E 3A93C4FB 78B4470F
08512D17 D23D71DD 1D511B82 335E0B22 D4305F32 02120000 000D4001 800A0400
01000A0A 013946E9 1D400000 06040100 4D400180 11140001 0O00OAOAO01 3946E800
0AOA0139 46E90100 01000680 0100

Oct 3 22:05:12.497:

Oct 3 22:05:12.497: H225.0 INCOMING PDU ::=

value H323 UserInformation ::=
{
h323-uu-pdu
{
h323-message-body setup
{
protocolIdentifier { 0 0 8 2250 0 2 }
sourcelnfo
{
gateway
{
protocol
{
voice
{
supportedPrefixes
{
}

}

}

mc FALSE

undefinedNode FALSE
}
activeMC FALSE
conferencelID '8CF9B7E4B78111D5802CD4B6ED819709'H
conferenceGoal create : NULL
callType pointToPoint : NULL
sourceCallSignalAddress ipAddress
{

ip 'OAOAO0139'H

port 11011
}
callIdentifier
{
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guid '8CF9B7E4B78111D5802DD4B6ED819709'H
}

tokens

{

{
tokenOID { 0 4 0 1321 1 2 }
nonStandard
{
nonStandardIdentifier { 0 4 0 1321 1 2 }
data '308203E106092A864886F70D010702A08203D230..."H

}
}
fastStart
{
'0000000D4001800A040001000A0A013946E9"H,
'400000060401004D40018011140001000A0A0139...'H
}
mediaWaitForConnect FALSE
canOverlapSend FALSE
}
h245Tunneling FALSE
}

Oct 3 22:05:12.505: parse ClearTokenNonstd: Decoding settlement clear
token using standard format, len=997
Oct 3 22:05:12.541: H225.0 OUTGOING PDU ::=

value H323 UserInformation ::=
{
h323-uu-pdu
{
h323-message-body callProceeding
{
protocolIdentifier { 0 0 8 2250 0 2 }
destinationInfo
{
mc FALSE
undefinedNode FALSE
}
callldentifier
{
guid '8CFI9B7E4B78111D5802DD4B6ED819709'H
}
fastStart
{
'0000000D40018011140001000A0A013843D8000A. .. "H,
'400000060401004D40018011140001000A0A0139...'H
}
}
h245Tunneling FALSE
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Oct 3 22:05:12.545: H225.0 OUTGOING ENCODE BUFFER::= 21 80060008
914A0002 00048811 008CF9B7 E4B78111 D5802DD4 B6ED8197 09390219 0000000D
40018011 14000100 OAOA0138 43D8000A 0OA013843 D91D4000 00060401 004D4001
80111400 01000A0A 013946E8 000AOA01 3843D906 800100

Oct 3 22:05:12.549:

Hex representation of the CALL PROCEEDING TPKT to
send.030000690802800B027E005D052180060008914A000200048811008CF9BR7E4B781
11D5802DD4B6ED8197093902190000000D40018011140001000A0A013843D8000A0A013
843D91D400000060401004D40018011140001000A0A013946E8000A0A013843D9068001
00

Oct 3 22:05:12.549: h225CallProcRequest: Q.931 CALL PROCEEDING sent
fromsocket [1].

Oct 3 22:05:12.961: %ISDN-6-CONNECT: Interface Serial0:22 is now
connected to 12222222222

Oct 3 22:05:12.961: H225.0 OUTGOING PDU ::=

value H323 UserInformation ::=
{
h323-uu-pdu
{
h323-message-body alerting :
{
protocolIdentifier { 0 0 8 2250 0 2 }
destinationInfo
{
mc FALSE
undefinedNode FALSE
}
callIdentifier
{
guid '8CF9B7E4B78111D5802DD4B6ED819709'H
}
}
h245Tunneling FALSE

}

Oct 3 22:05:12.965: H225.0 OUTGOING ENCODE BUFFER::= 23 80060008
914A0002 00048011 008CFEF9B7 E4B78111 D5802DD4 B6ED8197 09068001 00

Oct 3 22:05:12.965:

Hex representation of the ALERTING TPKT to
send.030000320802800B013401017E0023052380060008914A000200048011008CF9IB7
E4B78111D5802DD4B6ED81970906800100

Oct 3 22:05:12.965: h225AlertRequest: Q.931 ALERTING sent from socket
[1]. Call state changed to [Call Received].

Oct 3 22:05:12.973: H225.0 OUTGOING PDU ::=

value H323 UserInformation ::=
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h323-uu-pdu
{
h323-message-body connect
{
protocolIdentifier { 0 0 8 2250 0 2 }
destinationInfo
{
gateway
{
protocol
{
voice
{
supportedPrefixes
{
}

}
}
mc FALSE
undefinedNode FALSE
}
conferenceID '8CF9B7E4B78111D5802CD4B6ED819709'H
callldentifier
{
guid '8CF9B7E4B78111D5802DD4B6ED819709'H
}
}
h245Tunneling FALSE
}

Oct 3 22:05:12.977: H225.0 OUTGOING ENCODE BUFFER::= 22 80060008
914A0002 0880013C 05010000 8CF9B7E4 B78111D5 802CD4B6 ED819709 09001100
8CF9B7E4 B78111D5 802DD4B6 ED819709 06800100

Oct 3 22:05:12.977:

Hex representation of the CONNECT TPKT to
send.0300004B0802800B0704038090A37E003A052280060008914A00020880013C0501
00008CF9B7E4B78111D5802CD4B6ED819709090011008CFI9B7E4B78111D5802DD4B6EDS
1970906800100

Oct 3 22:05:12.981: h225SetupResponse: Q.931 CONNECT sent from socket
[1]

Oct 3 22:05:18.961: SISDN-6-CONNECT: Interface Serial(0:22 is now
connected to 12222222222 h323chan chn process read socket: fd (1) of
type ACCEPTED has data

Hex representation of the received
TPKT030000310802000B5A080280907E0021052580060008914A00020111008CFI9B7E4B
78111D5802DD4B6ED81970906800100

Oct 3 22:05:34.725: h225ParseData: Q.931 RELEASE COMPLETE received on
socket [1]

Oct 3 22:05:34.729: H225.0 INCOMING ENCODE BUFFER::= 25 80060008
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914A0002 0111008C FO9B7E4B7 8111D580 2DD4B6ED 81970906 800100
Oct 3 22:05:34.729:
Oct 3 22:05:34.729: H225.0 INCOMING PDU ::=

value H323 UserInformation ::=
{
h323-uu-pdu
{
h323-message-body releaseComplete
{
protocolIdentifier { 0 0 8 2250 0 2 }
callldentifier
{
guid '8CF9B7E4B78111D5802DD4B6ED819709'H
}
}
h245Tunneling FALSE
}

h323chan chn process read socket: fd (1) of type ACCEPTED has data

Oct 3 22:05:34.733: h323chan recvdata:Connection lost socket [1]
Oct 3 22:05:34.733: h323chan close: TCP connection from socket
[1] closedh225TerminateRequest: Unidentifiable socket -1

Oct 3 22:05:34.753: %ISDN-6-DISCONNECT: Interface Serial0:22
disconnected from 12222222222 , call lasted 21 seconds

Step 4A. OSP Usagelndication from Source

From source gateway, 10.10.1.57, to OSP Nexus Server.
<Message messageld="2597352024114" random="4809">
<UsageIndication componentId="2597352025057">
<Timestamp>2001-10-03T22:05:34Z</Timestamp>
<Role>source</Role>
<TransactionId>4304187353840953091</TransactionId>
<CallId encoding="base64">]Pm35LeBEAWALJS27YGXCQ==</CallId>
<SourcelInfo type="el64">11111111111</SourceInfo>
<SourceAlternate type="transport">[10.10.1.57]</SourceAlternate>
<DestinationInfo type="el64">12222222222</DestinationInfo>
<DestinationAlternate type="transport">[10.10.1.56]</DestinationAlternate>
<UsageDetail>
<Service/>
<Amount>21</Amount>
<Increment>1</Increment>
<Unit>s</Unit>
</UsageDetail>
<gric.com:TransactionStartTime critical="False">2001-10-03T22:05:13Z%
</gric.com:TransactionStartTime>
<gric.com:TransactionStatus critical="False">
<gric.com:TransactionCode critical="False">1016
</gric.com:TransactionCode>
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<gric.com:Description critical="False">normal call clearing
</gric.com:Description>
</gric.com:TransactionStatus>
<transnexus.com:Statistics critical="False">
<transnexus.com:LossSent critical="False">
<transnexus.com:Packets critical="False">0</transnexus.com:Packets>
<transnexus.com:Fraction critical="False">0</transnexus.com:Fraction>
</transnexus.com:LossSent
<transnexus.com:LossReceived critical="False">
<transnexus.com:Packets critical="False">0</transnexus.com:Packets>
<transnexus.com:Fraction critical="False">0</transnexus.com:Fraction>
</transnexus.com:LossReceived>
</transnexus.com:Statistics>
</UsageIndication>
</Message>

Step 4B. OSP Usagelndication from Destination

From destination gateway, 10.10.1.56, to OSP Nexus Server.
<Message messageld="2597369534664" random="2857">
<UsageIndication componentId="2597369532132">
<Timestamp>2001-10-03T22:05:347Z</Timestamp>
<Role>destination</Role>
<TransactionId>4304187353840953091</TransactionId>
<Callld encoding="base64">7Pm35LeBEAWALJS27YGXCQ==</CallIld>
<SourcelInfo type="el64">11111111111</SourcelInfo>
<SourceAlternate type="transport">[10.10.1.57]</SourceAlternate>
<DestinationInfo type="el64">12222222222</DestinationInfo>
<DestinationAlternate
type="transport">[10.10.1.56]</DestinationAlternate>
<UsageDetail>
<Service/>
<Amount>21</Amount>
<Increment>1</Increment>
<Unit>s</Unit>
</UsageDetail>
<gric.com:TransactionStartTime critical="False">
2001-10-03T22:05:1272</gric.com:TransactionStartTime>
<gric.com:TransactionStatus critical="False">
<gric.com:TransactionCode critical="False">1016
</gric.com:TransactionCode>
<gric.com:Description critical="False">normal call clearing
</gric.com:Description>
</gric.com:TransactionStatus>
</UsageIndication>
</Message>

Step 5A. OSP Confirmation to Source

Acknowledgement message from OSP Nexus Server to source gateway 10.10.1.57.
<Message messageld='2597352024114"' random='18941'"'>
<UsageConfirmation componentId='2597352025057"'>
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<Timestamp>2001-10-03T22:05:34Z</Timestamp>
<Status>
<Description>SUCCESS</Description>
<Code>200</Code>
</Status>
</UsageConfirmation>
</Message>

Step 5B. OSP Confirmation to Destination

Acknowledgement message from OSP Nexus Server to destination gateway, 10.10.1.56.
<Message messageld='2597369534664"' random='18941"'>
<UsageConfirmation componentId='2597369532132"'>
<Timestamp>2001-10-03T22:05:347</Timestamp>
<Status>
<Description>SUCCESS</Description>
<Code>200</Code>
</Status>
</UsageConfirmation>
</Message>

OSP Token Format

OSP interoperability between different VolP devices is dependent on the formatting of the
OSP token passed in the H.323 call set-up or SIP INVITE message from the source
device to the destination device. The source device must format the OSP token so that
the destination device can recognize and validate the OSP Token.

Annex D of ETSI TS 101 321 V2.1.1 defines OSP token object identifiers when the token
is carried as part of a call signaling message of an ASN.1-based protocol. Cisco has
implemented OSP tokens as clear tokens in an XML format. The osp-token-xml-format
OID used by Cisco is: 040132112. A description of the Cisco OSP token is provided
below.

Cisco OSP Token

1. Token should be present in the AuthorisationResponse message,
one token for each Destination element.

2. Token uses XML format, with the following fields present:

TokenInfoRandom: provided by the settlement server
SourceInfo: same as in AuthorisationRequest
DestinationInfo: same as in AuthorisationResponse
Callld: same as in AuthorisationRequest
TransactionId: same as in AuthorisationResponse
ValidUntil: provided by the settlement server
ValidAfter: provided by the settlement server
UsageDetail: provided by the settlement server

3. Token is signed, but not encrypted, conforming
to PKCS#7 standard for Signed Data.

Section 7 in DTS03004 describes in details the
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necessary steps to create a signature.

The signer certificate should be sent as part of
the Signed Data content, in the "certificates"
fields so that the router can verify the token
without having to store the server's certificate.

The following is an example of the token in PKCS#7 signed data

format:

ContentInfo ::= SEQUENCE ({
contentType { pkcs-7 signedData (2) }
content tokenSigned

}

tokenSigned SignedData ::= {
version 1
digestAlgorithms { iso(l) member-body(2) US(840) rsadsi(113549)
digestAlgorithm(2) 5}

contentInfo {
contentType { pkcs-7 1} -- data identifier
content token -— octet string representing the OSP
-- token in XML format. This token
-- is created by the settlement server

}

certificates { -- settlement server certificate chain
certificate {
version 3

serialNumber -- the settlement server certificate
-- serial number
signature { pkcs-1 4 } -- mdSWithRSAEncryption
issuer -- the certificate authority issuer name
validity {
notBefore -— UTC time
notAfter -— UTC time
}
subject -— the settlement server subject name
-- as given in PKCS#10
subjectPublicKeyInfo {
algorithm { pkcs-1 1}
subjectPublicKey -- a BER encoding of the settlement server
public key as given in PKCS#10
extensions -- the extentions as given in PKCS#10

signatureAlgorithm { pkcs-1 4 }
}
}
certificate -— the certificate authority certificate

}

signerInfo { -- including the digest of the token as
-- the authenticated attributes
version 1
issuerAndSerialNumber {
issuer -— the certificate authority issuer name
serialNumber -- the CA's certificate serial number
}
digestAlgorithm { iso(l) member-body(2) US(840) rsadsi(113549)
digestAlgorithm(2) 5}

authenticateAttributes {
contentType { {pkcs-9 3} {pkcs-7 1}}
messsageDigest { {pkcs-9 4} -- an octet string }

}

digestEncryptionAlgorithm {pkcs-1 1}
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encryptedDigest "encrypted digest of the message using the
server private key"

OSP token format for SIP

OSP, which is based on XML message transmitted via HTTP fits easily in the SIP
architecture. OSP has been implemented have been implemented numerous SIP devices
including the Vovida Policy Server, Commworks SIP proxy and Nuera’s ORCA softswitch.
As of this writing, the URL below references the IETF draft describing how an OSP token
should be formatted in a SIP INVITE message:

http://www.ietf.org/internet-drafts/draft-johnston-sip-osp-token-05.txt

The title of the document is Session Initiation Protocol Private Extension
for an OSP Authorization Token written by A. Johnston, D. Rawlins, H.
Sinnreich, and S. Thomas on October, 2003. This draft proposes a new SIP (Session
Initiation Protocol) header OSP-Authorization-Token for carrying an OSP (Open
Settlements Protocol) authorization token between domains.

A copy of this draft is included for your convenience in Appendix A.

PAGE 22



OSP TOOLKIT CISCO INTEROPERABILITYAPPENDIX A: OSP AUTHORIZATION TOKEN HEADER FOR SIP

Appendix A: OSP Authorization Token Header for SIP

Internet-Draft SI P Extension for OSP Auth Token Cct ober 2003
I nternet Engineering Task Force A Johnston
Internet Draft D. Rawins
Docunent : draft-j ohnst on- si p- osp-t oken- 05. t xt H Sinnreich
Cct ober 2003 M2
Expires: April 2004 St ephen Thomas
Wave7 ptics

R chard Brennan

Tel xxi s LLC

Session Initiation Protocol Private Extension for an
CSP Aut hori zati on Token

Status of this Meno

This docurment is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working documents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a nmaxi mumof six nonths
and nay be updated, replaced, or obsoleted by other docunments at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htmi.

Abst ract
Thi s docunent discusses a private extension to the Session Initiation

Protocol (SIP) for carrying OSP (Open Settlements Protocol)
aut hori zation tokens in applications such as cl eari nghouses.

Johnston, et al. Expires — April 2004 [ Page 1]
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Internet-Draft SI P Extension for CSP Auth Token Cct ober 2003

Tabl e of Contents

1. INtroduCti ON. . ... 2
2. Termnol OQY. .« oot 3
3. Design Alternati Ves. . . ... 3
4, Header Field Definition........ .. ... . . . . . . . . . . . i, 4
5. Protocol SemanticCS.......... ... ... .. 5

5.1 User AQeNtS. ... ... 5

5.2 ProXi BS. .ot 5
6. EXanpl @ MBSSage. . . ..ottt 5
7. 1TANA Considerati ONS. . ... e 6
Security Considerati ONS. .. ... ..t 6
Normati ve Ref erences. . ... e 6
Informative References. ... ... e 7
AUt hor s’ AdAr 8SSES. . . 7

1. Introduction

The problemof interdonain IP telephony calls with QS is an

i nportant probl em bei ng addr essed usi ng AAA protocols. The new
private SIP [1] header field proposed here is part of an approach to
solving this problem which is summarized briefly here.

Interdonain | P tel ephony is acconplished today using cl eari nghouse
services and a mx of proprietary and standard AAA protocols. Making
calls with AAA support between service providers that are affiliated
to different clearinghouses is a difficult problem

Beyond | P telephony it is also desirable to have a consistent AAA
approach for all applications on the Internet.

Wrk on a general architecture for AAA is proceeding in the | ETF
AAAarch research group. A franework and exanpl es have been devel oped
for various Internet applications. At the same tinme, |Internet

tel ephone calls can be set up with QS and security. Since QSis a
val uabl e network resource, it requires AAA and possibly paynents.

This draft docunments a proprietary SIP extension header field that
may be used to exchange open settlements protocol [4] information in
the context of a SIP session establishment. The approach outlined
here may be useful later for devel oping a uniform AAA architecture
and protocols for other application |ayer services.

Figure 1 shows the nodel for an interdomain phone call across the

Internet with the various entities having business rel ati onships, but
not necessarily trust relationships with their correspondents:

Johnston, et al. Expires — April 2004 [ Page 2]
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Internet-Draft SI P Extension for CSP Auth Token Cct ober 2003

L Fommm - + - Fommm - B, +
|Policy] OSP| CsP| CsP | CSP | G8P |Policy|
| Server|dient|<--->|Server|<--->dient| Server|
b HFommm - + Hommm oo +

Fommm - Fommm - - +
I I
Domai n 1 | +----- + +o---+ | Donai n 2
I I
Fo-mm - + +omm - - +
| PEP | | PEP |
E . + B + B, + Hommm - +
| SIP|SIP| SIP | | SIP|SIP| SIP |
| UAC |<-->|Proxy|----- --SIP INVITE with CSP Token-->| Proxy| <-->| UAS |
B, + B + B, + - - - -+
I
I
SIP |
Phone LR + LR + -t -+
to----- + | Edge | | Edge | I I
RSVP | RSVP | Router| RSVP | Rout er | RSVWP | M5 |
| Host |[<-------- >| [<---mimie - - >| [<----oo--- >| |
Foemm- + R + Foeem - + +oeme - +

Figure 1: Mbdel for interdonmain QoS phone call

Wil e this approach to interdomain authorization is not a conplete
one, it is currently used today by IP tel ephony carriers and is
useful inlimted applications such as in a clearinghouse. As such,
it is appropriate for the header field extension to SIP be registered
as a private SIP header field per the SIP change process [5]. Note
that while RSVP [6] is shown, its use is not required by this

ext ensi on.

2. Term nol ogy
In this docunent, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', "NAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [2] and

indicate requirement |evels for conpliant SIP caller preferences
i npl emrent ati ons.

3. Design Alternatives
The OSP Token is an opaque string to SIP which nust be carried in the

I N\VI TE passed between donai ns. As such, the Token could be carried as
a MM attachment. However, there are three issues with this:
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- Since the Token nust be carried with the SDP, the | NVITE woul d
need to have a nultipart M ME message body. If either User Agents
do not support nmultipart MMg the call wll fail.

- The Token is used by both proxies and User Agents. As such, the
proxy woul d have to decode the multipart M ME message body to
extract the token. The general design of SIPis for nessage
bodies to contain information of interest to end-points only, with
informati on needed by proxies contained in header fields.

- Miltipart M ME encodi ng/ decodi ng adds nore delay to an al ready
lengthy call setup procedure, as conpared to header field
processi ng.

For these reasons, a new SIP header field is proposed instead of a
new M ME type for OSP authorization tokens.

Note that since CSP tokens are commonly constructed according to

O ypt ographi ¢ Message Syntax [3], their size nmay depend on the size
of X 509 certificates enbedded in the CV5 format. For this reason,
entities using this header field MUST NOT use UDP for transport.
Instead TLS SHOULD be used. In addition, it is reconrended that
systens use the abbreviated token format described in Annex D of [4].

4, Header Field Definition

The tabl e bel ow specifies an extension of Table 2 in RFC 3261 [1] for
the new header field defined here.

where proxy ACK BYE CAN | NV OPT REG
P- G8P- Aut h- Token R ad - - - 0 - -
P- GSP- Aut h- Token 18x, 2xx ad - - - o - -

The "where" column describes the request and response types with

whi ch the header field can be used. "R' indicates a request header
field, a numeric value in the "where" column indicates the status
code the header field is used with. The "proxy" col unn describes
whet her this nessage header field MAY be added, "a", or deleted, "d",
by a proxy server. In the nethod colums, "o" means optional and "-"
means not applicabl e.

The Augnented BNF for the header field (using the formand
definitions in Section 25 of RFC 3261) is:

P- OSP- Aut h- Token = " P- O8P- Aut h- Token" HCOLON token *( SEM osp- par am

osp- param = realm/ generic-param
realm = "real i EQUAL real mval ue
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real mval ue = quoted-string
5. Protocol Senantics

The OSP Token is al ways encoded per base64 and only allowed in INVITE
requests, 200 K responses to | NVITEs, and reliable provisional
responses to | NVI TEs.

5.1 User Agents

A UAC MAY include the header field an I NVITE requesti ng QS using
AAA

If present in an INVITE, an AAAN QoS UAS MAY val i date the token.

If it is absent or present in the |NVITE, an AAA QoS UAS MAY i ncl ude
the header field in a reliable provisional response or 200 CK answer.

A UAC MAY validate the token received in a response to an | N\VITE
5.2 Proxies

A proxy participating in the AM exchange may add, del ete, exam ne or
val i date the token.

QG herwi se, the header field is ignored.
6. Exanpl e Message

This SIP INVITE nessage i s an exanpl e exchange between the two
domai ns as shown in Figure 1:

I NVI TE si ps: +1- 972- 555- 5555@lonai n2. exanpl e. com user =phone SI P/ 2.0

Via: SIP/2.0/TLS proxy. domai nl. exanpl e. com 5061; br anch=29hG4bK3a5d3. 1

Via: SIP/2.0/TLS phonel. domai nl. exanpl e. com 5061; br anch=z9hG4bK3a5654
;received=192.0.2.1

Max- Forwar d: 69

From Alice <sips:alice@honel. domai nl. exanpl e. con»; t ag=3

To: <sips: +1-972- 555- 5555@lonai n2. exanpl e. com user =phone>

Call -1 D 123456@omai nl1. exanpl e. com

CSeq: 1 INVITE

Contact: <sips: alice@honel. domai nl. exanpl e. con»

Record- Rout e: <si ps: proxy. domai nl. exanpl e. com | r>

P- G8P- Aut h- Token: " YT64Vgpf yF467Chl & Hf YT6] H7 7n8HHGghy HhHUUj hJh756t
HGTT f vbnj n8HHGTT f vhJhj H7 76t bBOHGAVCbnj 7567Cn GF H
6ghyHhHUWj pf yFA47Chl & Hf YT64VChnj " ; r eal n¥" donai nl. exanpl e. cont

Cont ent - Type: application/sdp

Content - Lengt h: 184
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v=0
o=al i ce 9735285123 9721273312 | N | P4 phonel. donai nl. exanpl e. com

S=-
c=I N | P4 phonel. domai nl. exanpl e. com
t=0 0

mraudi 0 9876 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=qgos: mandat ory recv confirm

7. | ANA Consi derations
Regi stration of "P-QOSP-Auth-Token" SIP header field
Thi s docunent defines a new private SIP header field, "P-C8P-Auth-
Token". As recommended by the policy of the Transport Area [5], this

header field should be registered by the IANAin the SIP header field
registry, using the RFC nunber of this docunment as its reference.

Nane of Header field: P- G8P- Aut h- Token
Short form None
Regi strant: Al an Johnston

al an. j ohnst on@ri . com
Nor mat i ve descri ption: Thi s docunent
Security Considerations

The security and handling of OSP tokens is covered in [4] which
i ncl udes encryption and use of |PSec.

The P- CSP- Aut h- Token header field nay be protected using standard SIP
mechani sns such as TLS transport and/or S/M ME encryption as detail ed
in[1].

Since the threats anal yzed in the OSP docurent include ones in which
the token is carried in plain text and available to an attacker,
carrying the token in SIP does not introduce any new attacks.
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Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docurment or the extent to which any |icense under such rights

m ght or night not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the

| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permssion for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe | ETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

Ful | Copyright Notice
"Copyright (C The Internet Society 2003. Al R ghts Reserved.

Thi s docunment and translations of it may be copied and furnished to
others, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, wthout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
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I nternet organi zations, except as needed for the purpose of

devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the infornation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N WLL NOT | NFRINGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES COF
MERCHANTABI LI TY CR FI TNESS FOR A PARTI CULAR PURPCSE.
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